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The Use of Technology to Stalk
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Technology-Facilitated Stalking

Technology does not cause stalking.
Stalkers cause stalking.
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Tracking Location
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AirTags

Note: Notification time is now a few hours, NOT 3 days
Android now has an automatic AirTag tracker
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Global Positioning System (GPS) Devices
* Child trackers

* Pet trackers
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Spoofing
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Spoofing

* Offenders spoof number victim will answer
* Offenders spoof victim with court, police, or other 

numbers victim will answer
* Offenders believe we can’t prove they spoofed the

call

Documentation with a SpoofCard

* Phone records from: victim, “friend”, and suspect
* Victim’s records show “friend” called but friend’s

records show no call
* Suspect’s records show a call to SpoofCard

* Call the number and record
* Financial records of suspect

Stalkerware

Cell Phone Spyware

What You May Hear

* “He/She hacked my phone”
* “They’re reading my texts”
* “They are listening to my calls”
* “They hacked my emails”
* “They keep showing up where I’m at”
* “They hacked my Facebook/Instagram/Snapchat…”
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In-Person Training

Webinars

Online Resources

Individual & Organizational Assistance

Policy / Protocol Development & Consultation

National Stalking Awareness Month Materials

In-Person Training

Webinars

Online Resources

Individual & Organizational Assistance

Policy / Protocol Development & Consultation

National Stalking Awareness Month Materials

Public Data

Geotagging

Camera GPS Geotagging

Exif Viewers Show Geo-Info
Exif: Exchangeable image 
file format: Descriptive 
data (meta-data) in an 
image file that include the 
date the photo was taken, 
resolution, shutter speed, 
focal length and 
geolocation
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EXIF Data Viewing EXIF data

* Online exif data viewers
* Apps
* Right click on the photo on a desktop and go to

properties-details

Safety Strategies

* Turn location “off” on cell phone camera
* Review social media site to determine if exif data can

be viewed
* Remove exif data using an online exif data removal

tool
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Find Yourself…

* FastPeopleSearch.com
* TruePeopleSearch.com
* PeopleSearchNow.com

Non-Consensual Distribution of 
Intimate Images

Technology-Facilitated Stalking and 
Sexual Assault
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Use of Technology to Stalk
Responding to Victims
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Apple Safety Check

Apple Safety Check Apple Safety Check

Documentation
* Screenshot or take photos of call 

log / text conversation
* Overlap screenshots / photos
* Capture time and date
* Take screenshot / photo of the 

contact info
* Consider apps like Tailor or 

StitchIt
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Technology & Stalking: Big Picture
* Believe victims. Offenders can misuse technology a 

variety of creative ways to access, contact, and monitor
their victims.

* This technology is out there – and it’s easy to use.
Offenders don’t have to be particularly “tech savvy” to 
terrorize victims through technology.

* Build knowledge on privacy/sharing settings across
applications and devices. Sharing settings/defaults are
often not intuitive.

* Ask specific questions about offender contact and
knowledge. This can better help you collect evidence and 
safety plan.

* Consider both evidence preservation and victim
safety. See if the victim has access to a safer device. 

* Charge relevant technology-related crimes (when
appropriate and applicable).

For Victims

Wrap Up & Resources
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